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BROKERING REFORM: REGULATION OF DATA MARKETS

DATA BROKERS: INTERMEDIARIES FOR MORE
EFFICIENT DATA MARKETS?
By Andreas Schauer & Daniel Schnurr

Data brokers play a pivotal role in addressing key policy chal-
lenges of data fragmentation and data concentration in the
digital economy. In particular, data brokers are envisioned to
improve the free flow of data and thus facilitate data access
for a broad range of organizations. Furthermore, new data
broker business models for personal data promise to directly
compensate individuals for their co-creation of data. However,
there have also been significant concerns about the well-func-
tioning of today’s data economy, especially with respect to the
practices of current data brokers, the protection of individuals’
privacy, and the general transparency of the data economy.
In this article, we review and summarize key strands of the
academic literature on data brokers and highlight challenges
for data markets and data brokers that arise from the special
characteristics of data as an economic good. We then high-
light recent findings on the economic impact of data brokers
in digital markets and scrutinize the concept of personal data
brokers. Finally, we discuss recent policy initiatives in the Eu-
ropean Union, most notably the Data Governance Act and the
Data Act, with respect to their implications for data brokers and
the goal to facilitate the emergence of well-functioning data
markets.
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INTRODUCTION

By now, data has become an important economic resource
for firms and organizations to create manifold business
value across diverse use cases and application domains.?
In consequence, data has turned into an economic good
itself that can be shared and traded between organiza-
tions and individuals. According to the DATA Market
Study 2021-2023, the European data market is currently
growing at an annual rate of 12.6 percent and has reached
€72.9 billion in the European Union in 2022.2 About one
quarter of this market value can be attributed to the mon-
etization of data. However, data exhibits several peculiar
characteristics as an economic good, which may impede
the emergence and well-functioning of data markets and
therefore present overarching policy challenges with re-
gard to data fragmentation and data concentration.*

Data brokers play a pivotal role in addressing both these
challenges by acting as intermediaries that facilitate data
sharing between organizations and also individuals. By
collecting, aggregating, enriching, and exchanging both
personal and non-personal data, data brokers are envi-
sioned to improve the access to data for a broader range
of organizations.® In consequence, even firms that do not
(yet) have direct access to data sources could benefit
from data-driven business models, data-driven quality
improvements, and data-driven innovations.® In this vein,
data brokers could alleviate concerns about data concen-
tration. This applies in particular to user data that is gener-
ated as a by-product during consumers’ usage of a digital
service and therefore entails data-driven network effects.
At the same time, data brokers can mitigate data frag-
mentation by establishing specialized institutions, trading
mechanisms, and economic incentives for data sharing.
This can generate social benefits and provide new oppor-
tunities for innovation through the sharing, aggregation,
and combination of otherwise isolated and fragmented

complementary data sets. Finally, personal data brokers
are envisioned to offer immediate benefits to individuals
and data subjects so that they can reap some of the busi-
ness value associated with the sharing and processing of
their data.

However, there are also widespread concerns about the
business practices of current data brokers and the gen-
eral transparency of the market for data.” This applies es-
pecially to data brokers that collect, process, and share
personal data, often without the knowledge and explicit
consent of the data subjects. Individuals often face dif-
ficulties in effectively exercising their rights to privacy and
informational self-determination due to the inherent infor-
mation asymmetries that they face vis-a-vis data brokers.
This can yield significant privacy risks and may undermine
individuals’ trust in the data economy in general. Even if
individual data sets are anonymized or pseudonymized,
combining granular data can inadvertently reveal sensi-
tive information or personal identities.® In consequence,
this presents novel challenges in ensuring privacy for the
sharing of granular behavioral data. In the context of non-
personal data, similar concerns about data security and
confidentiality can arise if data sets reveal commercially
sensitive data, such as trade secrets.

In this article, we review and summarize key strands of the
academic literature on data brokers and highlight the chal-
lenges for data markets and data intermediaries that arise
from the special characteristics of data as an economic
good. We then highlight recent findings on the economic
impact of data brokers in digital markets and scrutinize the
idea of personal data brokers and their promise to empower
individuals and compensate them for sharing their personal
data. Finally, we discuss recent policy initiatives in the Euro-
pean Union, most notably the Data Governance Act and the
Data Act, with respect to their implications for data brokers
and the policy goal to facilitate the emergence of efficient
data markets.
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in itself that can be priced and traded between organiza-
tions. However, data exhibits several special characteristics
that can present barriers to the emergence of efficient data
markets.'

THE ROLE AND IMPACT OF
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out ever being depleted or diminishing its original
quality and functionality. From a welfare perspec-
tive, non-rivalry implies that data should be shared
and used widely among firms and organizations to
maximize social benefits."* However, non-rivalry
may also discourage firms from sharing and selling
data, when they fear that sharing the data with oth-
er firms could strengthen potential competitors and
increase the risk of creative destruction. Moreover,
non-rivalry may limit the exclusive use of data and

In general, data brokers can be distinguished based on the
type of data they focus on. Business-to-business (“B2B”)
data brokers primarily facilitate the exchange of information
between firms and organizations, for example by operating
industrial data platforms.® In contrast, personal data bro-
kers focus on data related to individual consumers, often
including personal information. While consumers may have
the opportunity to voluntarily share their own personal data thus limit firms’ ability to profitably sell their data
with these intermediaries, personal data brokers commonly (see Section I1.B).

rely on two main sources: acquiring data from private enter- 2. Data quality: Data is a heterogeneous product
prises and government agencies as well as actively collect- and subject to quality differentiation,'® which can
ing government-generated public data, such as property be measured along multiple dimensions, such as
records and census data.’® Therefore, these data brokers accuracy, completeness, timeliness, or consisten-
frequently collect, combine, analyze, and monetize indi- cy.'® Moreover, the information quality, which de-
viduals’ data without the explicit knowledge of the data notes the “fitness for use” of a particular data set
subjects. Although such data brokerage can nonetheless and determines the ultimate business value of the
yield benefits for consumers (for example, by preventing data in a specific use case, is highly context-de-
fraudulent activities, enhancing product offerings, or en- pendent and subjective. Therefore, the same set
abling more informative personalized advertisements), it is of data can be of very different value to different
also associated with inherent risks, particularly concerning firms and organizations, which complicates the
consumer privacy.! commodification of data and the emergence of

data markets.

A. The Special Characteristics of Data as an Economic 3. Data as an experience good and the Arrow infor-
Good and Associated Challenges for Data Markets mation paradox: The pricing and trading of data is
further complicated by data being an experience
good, meaning its true quality and value can only
be determined by an organization after it has ac-

As data serves as a valuable input for diverse applications
and digital services, data has become an economic good
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10 Matthew Crain, The limits of transparency: Data brokers and commaodification, New Media and Society 20(1), 88-104 (2018).

11 FTC, supra note 5.

12 Bertin Martens, An economic perspective on data and platform market power (JRC Digital Economy Working Paper 2020-09); Schnurr,
supra note 4.

13 Jones Charles I. & Christopher Tonetti, Nonrivalry and the Economics of Data, American Economic Review 110(9), 2819-58 (2020); Shota
Ichihashi, Competing data intermediaries, The RAND Journal of Economics 52(3), 515-537 (2021).
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quired or used the data. This leads to the famous
Arrow information paradox'’, according to which a
buyer must gain detailed knowledge about the in-
formation in a data set to assess its value. Howev-
er, after having established this knowledge, there
is no more incentive for the buyer to acquire the
data. In consequence, this can lead to sustained in-
formation asymmetries in data markets, which can
present further barriers to trade and efficient market
outcomes.

4. Data-driven network effects: When data is created
as a by-product of usage, this can give rise to da-
ta-driven network effects. For example, the more
data a firm can use to improve the quality of its ser-
vice, the more users will be attracted by the ser-
vice, which in turn generates more data.'® In con-
sequence, data-driven network effects can propel
positive feedback loops and promote market con-
centration, as data-rich firms take over an increas-
ing share of a market, which can further hamper
incentives to share data.

5. Economies of scale and scope: Economies of scale
and scope in data collection and data use may
further promote data concentration.’® In addition,
there are often scale and scope advantages from
complementary inputs for data processing such as
the necessary technical infrastructure, algorithms,
and skilled employees. These market characteris-
tics can create additional barriers to the free flow
of data.

To overcome these challenges, B2B data brokers may
develop and establish economic institutions to facili-
tate the sharing and trading of non-personal data. Re-
cent analytical and empirical studies explore such mar-
ket mechanisms and investigate the effects of control
and transparency on firms’ incentives to share data and
the well-functioning of data markets. Rasouli et al. pro-
pose market mechanisms and optimal pricing schemes
for sharing data against money as well as sharing data
against data.?® These mechanisms leverage firms’ ability
to artificially alter the quality of the shared data to achieve

socially optimal outcomes. In an experimental study on
B2B data-sharing platforms, Krdmer et al. demonstrate
that giving firms on such platforms control over which
other firms can access their data promotes data shar-
ing.2" The same holds for increasing transparency about
other firms’ decisions to share data and the resulting data
transactions on the platform. This is because increased
control and transparency allow firms to punish and deter
other firms from free-riding, hence creating an incentive
for participating in data sharing.

Insight 1: Data exhibits special characteristics as an eco-
nomic good that can present barriers to the emergence
of efficient data markets. To overcome these challenges,
B2B data brokers may establish targeted economic in-
stitutions and design data marketplaces to facilitate data
sharing.

To avercome these challenges, B2B data bro-
kers may develop and establish economic in-
stitutions to facilitate the sharing and trading
of non-personal data. Recent analytical and
empirical studies explore such mar

B. Economic Impact of Data Brokers as Intermediaries

Several recent studies investigate the role of data brokers
as information intermediaries in digital markets. To this
end, various game-theoretic analyses examine the optimal
strategies and the economic impact of monopolistic data
brokers that sell consumer information to retailers in down-
stream markets, where the data is used for better demand
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forecasts,?? price discrimination,? or targeted advertising.?*
Koski presents empirical evidence that the termination of
a data broker’s business led to price increases in the Finn-
ish food retail sector, suggesting that information exchange
through data brokers can have a pro-competitive effect on
downstream markets.® In contrast, Zhang et al. show ana-
lytically that data brokers can promote data concentration,
when larger firms exploit smaller firms’ willingness to sell
more data through a data broker.?® Nonetheless, consumers
may benefit from data brokerage in this case as firms have
access to more data to improve the quality of their service.

Montes et al. demonstrate that it is optimal for monopolistic
data brokers to rely on exclusive contracts when selling a sin-
gle data set of consumer information. In contrast, Belleflamme
et al. find that a data broker can increase its profit by serving
more than one downstream firm, but only if it supplies data of
different qualities to different retailers.?” Similarly, Bounie et al.
show that a data broker can profitably split its data set and sell
mutually exclusive partitions to different downstream firms.?
In both cases, the distinct input data sets allow retailers to
differentiate themselves, which softens competition with per-
sonalized prices in the downstream market and thus increases
retailers’ willingness to pay for the data.

For competing data brokers, Ichihashi highlights that the
non-rivalry of data reduces intermediaries’ incentives to
offer consumers a high reward for their data, as consum-
ers may sell the same data to other intermediaries, thus
lowering the commercial value of the data.?® Thus, non-
rivalry softens competition and lowers the reward for data
creators. On a related note, Ichihashi as well as Gu et al.
demonstrate that competing data brokers have an incen-
tive to collect and sell exclusive data sets to evade the
negative impact of intense competition or may even prefer

to merge their individual data sets and sell a joint data
set.?® Therefore, the peculiar characteristics of data as an
economic good have important implications for data bro-
kers’ incentives to differentiate their data sources and the
competition intensity in data markets.

Insight 2: Data brokers can promote competition in down-
stream markets that make use of the data. However, it is
often optimal for data brokers to offer data exclusively or to
differentiate its quality when selling to downstream firms.
There is also the risk that data brokerage may reinforce
existing data concentration. The non-rivalry of data softens
competition between data brokers and may lead to lower
rewards for data creators.

Montes et al. demonstrate that it is optimal
for monopolistic data brokers to rely on exclu-
sive contracts when selling a single data set of
consumer information

C. Privacy Risks and Consumer Empowerment

A further stream of empirical literature investigates the prac-
tices of personal data brokers in today’s data economy and
highlights the potential threats to data subjects that can
emerge from these practices.?' In particular, data brokers’
lack of transparency in collecting and managing individu-

als’ information often undermines consumers’ data control,
posing significant privacy risks.®? As highlighted by the FTC,
the indefinite retention periods practiced by data brokers
present additional privacy and security risks.®* Neumann et
al. find that user profiles offered for sale by data brokers are
frequently of low data quality, limiting their economic val-
ue and raising further privacy concerns.® In particular, the
study evaluates data brokers’ ability to infer demographic
information and interests, revealing frequent inaccuracies,
especially in gender prediction. In a survey on 75 data bro-
kers, Aimeur et al. show that personal data brokers offering
personal information for free on their websites can reveal
sensitive personal information and pose significant risks to
data subjects, as data from different sources can easily be
linked across different data brokers by malicious actors us-
ing data matching techniques.%

Building on these findings, recent studies analyze ap-
proaches to make brokerage of personal data more privacy-
preserving and to involve data subjects more directly in the
sharing of their data. From a technical perspective, privacy-
preserving technologies, such as the encryption and sign-
ing of data to ensure identity preservation, data integrity,
and data confidentiality,®® have been proposed to mitigate
the risks of data sharing and to increase data subjects’ trust
in data markets.®” Moreover, blockchain-based infrastruc-
tures have been suggested to facilitate user-controlled data
sharing, although their effect on privacy is controversial.®®

From a policy perspective, the literature documents recent
efforts by policymakers to give consumers more power and
control over the sharing and monetization of their person-
al data.*® In its European Strategy for Data,* the European
Commission emphasizes that Personal Information Manage-
ment Services (“PIMS”)*' could serve as a key building block
for a user-centric data economy. In particular, PIMS allow
data subjects to store, manage, and share data under their
own control and could thus serve as a technical infrastruc-
ture to support business models that allow consumers to sell
their data in return for a monetary reward.*? To this end, it is
important that data subjects can retrieve and aggregate their
personal data from digital services that they regularly use. In
the European Union, this is supported and facilitated by the
right to data portability under the General Data Protection
Regulation (“GDPR”). Technically, data transactions through
personal data brokers could further be supported by smart
contracts* and blockchain-based infrastructures.*

Building on these findings, recent studies ana-
lyze approaches to make brokerage of person-
al data more privacy-preserving and to involve
data subjects more directly in the sharing of
their data
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In practice, there have been numerous examples of start-
up firms like Datacy* and Datum“ promising to establish
such personal data brokers to the benefit of consumers.
However, so far, the success of these businesses has
been very limited, with several personal data brokers hav-
ing stopped their operations without paying significant re-
wards to consumers.*” Haberer et al. show that this may be
explained by the strategic interactions and the economic
effects that arise in the context of personal data brokers.*?
In particular, providers of digital services, where the data
is originally created as a by-product of consumers’ usage,
may invest less into the quality of their services when a
personal data broker competes for the same data-driven
revenues. This is especially the case when monetary re-
wards do not only remunerate consumers for their existing
data, but also offer incentives for consumers to create ad-
ditional data through more usage. Only if the provider of
the digital service can appropriate some of the consumers’
rewards from the personal data broker through a higher
price for its service, the provider will be willing to raise the
quality of its service again. In consequence, consumers
only benefit from personal data brokers if these brokers
are very efficient in generating revenues from data and can
therefore increase the industry’s overall data revenues.
Evidently, current personal data brokers seem not to meet
this efficiency threshold and thus can only sustain a mar-
ginal existence where they pay only negligible rewards to
consumers. This further questions whether personal data
brokers can fulfill the expectations of European policy-
makers to serve as a core building block of a user-centric
data economy.

In practice, there have been numerous ex-
amples of startup firms like Datacy and Da-
tum promising to establish such personal data
brokers to the benefit of consumers

45 Datacy, Your data tells a story (2023), https://datacy.com/consumer.

Insight 3: Lack of transparency, indefinite data retention,
risks of malicious access and data leakage, as well as the
disclosure of sensitive information from data combination
pose significant privacy risks for data subjects in the context
of personal data brokers. In combination with PIMS, per-
sonal data brokers can empower consumers and may allow
data subjects to directly sell their personal data. However,
consumers can also be worse off with personal data brokers
if these brokers are not sufficiently efficient in generating
data revenues.

RECENT EUROPEAN DATA
REGULATIONS AND THEIR
IMPACT ON DATA BROKERS

The GDPR has established a general regulatory framework
for the brokerage and sharing of personal data in the Euro-
pean Union. To this end, the GDPR has strengthened the
rights and control of data subjects, which may limit the busi-
ness opportunities and practices of data brokers. However,
with the right to data portability, the GDPR has also estab-
lished new rules that can foster the availability and free flow
of data. Based on a game-theoretic analysis, Ke and Sudhir
conclude that the privacy rights stipulated by the GDPR are
likely to reduce the total volume of consumer data avail-
able in the market, whereas the overall effect on consumer
welfare depends crucially on the competition intensity in a
market.*® In practice, empirical studies show that the right
to data portability has so far had a very limited impact in
unlocking personal data for effective data sharing, which is
commonly attributed to technical challenges and the limited
scope of data access.*

46 Datum, Blockchain Data Storage and Monetization (2023), https://datum.org/.

47 See, e.g., Datacoup, Datacoup is shutting down operations and will be decommissioning all of our servers (2019), https://en.wikipedia.
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49 Tony Ke & K. Sudhir, Privacy Rights and data security: GDPR and personal data markets, Management Science 69(8), 4389-4412 (2023).

50 Emmanuel Syrmoudis, Stefan Mager, Sophie Kuebler-Wachendorff, Paul Pizzinini, Jens Grossklags and Johann Kranz, Data Portability
between Online Services: An Empirical Analysis on the Effectiveness of GDPR Art. 20, Proceedings on Privacy Enhancing Technologies 351-
372 (2021); Jan Kramer, Personal data portability in the platform economy: economic implications and policy recommendations, Journal of

Competition Law & Economics 17(2), 263-308 (2021).

In this context, the recently adopted Data Act provides
an extended right to data portability to both consumers
and business users and extends the scope of data ac-
cess to non-personal data created during the usage of
connected products and related digital services.’" Under
the Data Act, users may not only access data themselves
but can also request that data holders transfer the data
directly to an authorized third party. This is done with the
goal of unlocking new data sources and promoting the
free flow of data to mitigate data fragmentation. How-
ever, the Data Act also stipulates several restrictions on
third parties’ data access, such as the need for contrac-
tual agreements, compensation based on FRAND (i.e.
fair, reasonable and non-discriminatory) terms, or restric-
tions on the use of the accessed data. These restrictions
are intended to safeguard the legitimate interests of data
holders but run the risk of undermining the ultimate effec-
tiveness of the Data Act in achieving its goal to increase
data availability.?? In particular, these restrictions make it
unlikely that data brokers can make effective use of the
data that could in principle become available through the
new data access rights in the Data Act.®® This is exacer-
bated by further limits on commercial practices, such as
the prohibition of exclusive contracting between a user
and a third party. Thus, there is the risk that the Data Act
will fall short in achieving its intended goals as its rules do
not sufficiently account for the role that data brokers and
data markets could play in promoting data sharing and
the widespread use of data.

As a further key pillar of the European Strategy for Data,
the Data Governance Act aims to increase trust in data
sharing and overall data availability.>* The rules, which are
applicable since September 2023,% directly address data
brokers as key actors of the data economy and impose
several requirements for data intermediary services. Most
notably, the Data Governance Act requires data intermedi-
ation services to notify a competent public authority about
its operation, stipulates structural unbundling of interme-
diation services and prohibits the re-use of data for any
purpose other than data intermediation, requires prices for
data access to be based on FRAND terms, and impos-
es additional transparency requirements.®® These require-
ments for data intermediaries can be expected to have

some positive effects on the general transparency of data
markets and could help regulators to obtain better infor-
mation about the identities and practices of data brokers
in the market. Furthermore, the legislation establishes a
legal basis for regulatory intervention to remedy non-com-
pliance and potential market failures, which could lead
to better protection of data subjects. However, the Data
Governance Act does not address any of the barriers to
data brokerage that stem from the special characteristics
of data as an economic good, as identified in this article.
Instead, by imposing additional requirements and obli-
gations on data intermediation, the regulation is further
diminishing the economic incentives to engage in data
brokerage and increases the costs for establishing such
businesses. For example, imposing FRAND as a general
principle for data access pricing is in stark contradiction to
the optimal strategies for data brokers as identified by the
economic literature. Overall, the Data Governance Act is
therefore more likely to discourage rather than to promote
an active data broker industry that could facilitate the free
flow of data and increase data availability in the European
Union.

As a further key pillar of the European Strat-
egy for Data, the Data Governance Act aims to
increase trust in data sharing and overall data
availability
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55 The rules on data intermediation services will become applicable only by September 2025.
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